Adversarial Robustification via
Text-to-Image Diffusion Models
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TL;DR: Your vision classifier can obtain adversarial robustness without any training data;
A strong text-to-image diffusion model is all you need.

Introduction

Adversarial robustness has been conventionally a challenging property to obtain,
requiring plenty of training data.

Goal: f(x) = f(x +8), [Vd]: 6]l < &

r Challenge
Classifier

Adversarial Training ] generate adversarial examples (ex. via PGD) and add
them to training set.

(—) Empirical robustness, Need target dataset for training classifier
Denoised smoothing [23] is recent framework of RS!4! using “denoise-and-

classify” pipeline.
(+) Provable robustness, Not need to training classifier
(—) Need target dataset for separate training denoiser

An implementation of randomized smoothing (RS)

f(X) = arg maX{PawN(o,an)(f(X +46) =k)}
kcy

Gaussian noise

Denoise-and-Classify

- "Cat”
Pre-trained

Classifier "Dog”

Need denoiser training on target dataset

Recently, [Mao et al., 2023] has attempted to transfer adversarial robustness
with zero-shot manner.

(+) Not need target dataset

(—) Still need external dataset for obtaining robustness

Research Question : Can we robustify a classifier without using external data ?

Key Idea: Text-to-image diffusion models (T2I) for robustification

« Incorporate T21I into the denoised smoothing pipeline with careful design

« Generate a few reference samples re-utilizing T21, and leveraging them
to adapt for target tasks
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Denoised Smoothing from T21

Experiments

Our framework applied to the pre-trained CLIP could improve the (provable)

“A photo of [V*], &g»" » adversarial robustness on diverse benchmarks while maintaining accuracy.
a type of Food” o’ (‘\0" >
@ g 2 . ‘Q'\1'¢ Method STL SUN Cars Food Pets Flower DTD Caltech | Average
CLIP 10.8 1.2 0.0 1.8 2R 0.8 2 ¥r 12.0 4.0
CLIP-Smooth  42.6  23.7  14.3 89 364 166 102  44.8 24.7
e=05 |Maoetal [38] 59.4 299 125 329 512 335 188  56.2 36.8
' Ours 80.4 41.8 33.2 59.0 68.6 45.2 29.7 71.3 53.7
| (Certified) (66.0) (32.1) (28.4) (45.7) (60.8) (34.9) (23.0) (65.1) | (44.5)
) g A | CLIP 2.4 0.0 0.0 0.2 0.2 0.2 1.0 7.8 1.5
§~N(0,0°I) I Self-personalized Classifier ‘ I CLIP-Smooth  16.2 5.8 1.6 0.4 6.7 4.5 5.4 18.7 7.4
Diffusion model - W e=10 |Maoetal [38] 21.2 110 28 103 232 144 120 339 16.1
. . . . . Crab cakes \
Notation for diffusion denoised smoothlng[3] ' Ours 66.0 38.3 27.0 47.3 59.6 33.1 249 64.1 45.0

| (Certified) (41.2) (22.5) (18.9) (28.9) (46.5) (18.9) (18.2) (55.8) | (31.4)

 Gaussian noisy input: Z :=x + 0 *§ ~N(0, o)

e Ti:=+/Jor - T+V]1—op-€ * ¢ - diffusion schedule factor, € ~ _/\/'(()7 I) Method STL SUN Cars Food Pets Flower DTD Caltech | Average
- CLIP 97.8 56.8 527 830 857 663 378 819 70.3
Super-resolution Diffusion Model as a Denoiser _ CLIP-Smooth ~ 750  46.8 421 523 667 435 17.2 683 | 515
* Super-resolution module (SR) in cascaded modell®7] g (xt,t, To(c)|Zer, ") o5 |Maoetal [38] 94.8 60.0 487 697 808 57.7 340 797 65.7
* T : text encoder, (z4,t') : low-resolution module’s input " | Ours 94.8 586 54.1 80.2 83.6 61.4 42.7 817 69.6
(Certified) (90.4) (55.4) (49.7) (74.5) (81.9) (58.7) (38.9) (79.1) | (66.1)
Overall Pipeline R _ _ | _ CLIP-Smooth ~ 324  27.7 408 313 438 368 7.0 540 | 342
« Given a noisy input X, we define a denoiser function using SR: __ 1o |Maoetal [38] 934 582 429 612 770 536 308 785 62.0
T — o -ep( Jozx,t, To(C(*” [ kt Ours 93.8 59.4 529 788 83.1 589 39.1 817 | 68.5
( £ ™ (e ™)) = ) (Certified) (80.2) (53.6) (45.5) (64.8) (77.7) (48.3) (32.4) (75.7) | (59.8)

* C(c) : textual template, k is correction factor t' :=k - ¢
8 standard zero-shot benchmarks (upper: robust / lower: clean)

Self-adaptation Schemes

Robust accuracy (%) Clean accuracy (%) Adapt. Certified accuracy at € (%)

Method Data-free? e=0.5 e=10 | £=05 e=1.0 e T2I CLIP ImageNet STL SUN Food

r 5 )

c := “Crab cakes” CLIP v 1.4 0.2 58.2 58.2 X X 29.6 55.2 283 43.6
CLIP-Smooth v 16.8 (9.8) 2.2 (1.2) | 45.2(25.0) 352 (3.8) 05 v X 31.8 66.0 30.7 43.8
"A photo of [c] 2 Ours (w/o adapt) v 40.0 (29.6)  31.0 (17.6) | 56.2 (50.8)  55.2 (42.0) v v 34.2  66.0 32.1 45.7
@ €o Ours v 42.6 (34.2) 314 (20.6) | 57.6 (53.4) 56.2 (46.0) X X 176 270 17.3 218

a type of Food' ‘
Mao et al. [38] X 26.0 12.3 51.2 47.2 1.0 v X 19.4 40.8 19.3 273
Carlini et al. [7] X 38.6 (30.2) 32.4 (19.8) | 54.4 (49.8) 53.6 (44.2) oo/ 206  41.2 22.5 28.9

Text-to-image
Diffusion model Reference Set
J

“A photo of [V*],
a type of Food”

ImageNet results Self-adaptation is crucial

-

Step 1. Zero-shot Reference Synthesis

Certified accuracy at ¢ (%)

Robust accuracy (%) Clean accuracy (%)

Method Data-free? e=0.5 e=1.0 ‘ e=0.5 e=1.0 v A ACR 00 025 05 075 10 125
L izati t=m(P)em== [, .. - 0.0 0270 496 39.0 300 19.6
Step 2. Sei-personalization GD\ e Standard Training X 5.2 1.0 74.4 74.4 0.25 0.001 0280 50.6 40.2 30.8 20.2
N + Ours (w/o adapt) v 56.2 (47.0) 44.2 (27.4) | 73.0 (67.0) 68.8 (57.2) 0.0l 0.292 52.2 43.0 31.8 21.4
e 9 + Ours v 57.0 (50.4) 47.8 (34.0) | 70.4 (68.2) 71.8 (60.8) 0.1 0290 51.8 428 31.2 206
Step 3. Classifier fine-tuning «--====== L ¢ * f;
Y Adversarial Training [37] X 51.0 46.8 55.0 55.0 050 8'801 82?3 igg ggg ggg giz ;g-% iﬂé
' Randomized Smoothing [13] X 55.2 (48.6) 43.8 (37.0) | 65.4 (66.8) 55.4 (57.0) 070 OO0t D79 94 350 SO 216 200 11
Classifier Carlini et al. [7] X 56.2 (49.2) 45.2 (33.2) | 72.6 (67.4) 70.0 (57.8) 0.1 0390 434 37.0 304 242 20.0 15.4

Step 1. Reference set synthesize

Generating a few reference images D¢ = {(z, ¢;)}/<, from textual label ¢ Robustifying other vision classifiers e.g., ResNet-50 Effect of A

Sample size n
25 50 100 200 400

Clean accuracy (%) 58.0 57.0 56.2 55.6 54.2
Robust accuracy (%) 26.0 294 31.4 33.0 35.2

Inference time (sec) 0.64 092 139 256  5.14
+0.09 +0.10 +0.08 +0.13 +0.12

Step 2&3. Classifier-Guided Self-personalization, Classifier Fine-tuning
Last£(0) := Egoc 1 [||e — e0(xf, t, 0(C(“sks”)) |z, kt)||2] : Dream-Boothl”]

Lai£(0,%) := E(zo ¢)~po ¢ [CE(fy(29), )] : Classifier-guided regularization

« Classifier-Guided Self-personalization « Classifier Fine-tuning
0* = argemin {Ldiff (9) -+ A . Lclf (9, w)} ’lp* — arg;nin Lclf (9*, ’(/))

Correction factor is crucial

Inference time
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