
Adversarial robustness has been conventionally a challenging property to obtain, 
requiring plenty of training data. 

Adversarial Training [1] generate adversarial examples (ex. via PGD) and add 
them to training set. 

(−) Empirical robustness, Need target dataset for training classifier
Denoised smoothing [2,3] is recent framework of RS[4] using “denoise-and-
classify” pipeline.

(+) Provable robustness, Not need to training classifier
(−) Need target dataset for separate training denoiser

Recently, [Mao et al., 2023] has attempted to transfer adversarial robustness 
with zero-shot manner. 

(+) Not need target dataset

(−) Still need external dataset for obtaining robustness

TL;DR: Your vision classifier can obtain adversarial robustness without any training data;
A strong text-to-image diffusion model is all you need. 

Introduction Experiments
Our framework applied to the pre-trained CLIP could improve the (provable) 
adversarial robustness on diverse benchmarks while maintaining accuracy. 
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Research Question : Can we robustify a classifier without using external data ?
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An implementation of randomized smoothing (RS)

Challenge

Goal: 
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Step 1. Reference set synthesize
Generating a few reference images                                from textual label 

𝜀"

Key Idea: Text-to-image diffusion models (T2I) for robustification
• Incorporate T2I into the denoised smoothing pipeline with careful design
• Generate a few reference samples re-utilizing T2I, and leveraging them 

to adapt for target tasks
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• Classifier-Guided Self-personalization • Classifier Fine-tuning

: Classifier-guided regularization

: Dream-Booth[7]

8 standard zero-shot benchmarks (upper: robust / lower: clean)

ImageNet results

Robustifying other vision classifiers e.g., ResNet-50  

Correction factor is crucial Inference time 
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Self-adaptation is crucial

Step 2&3. Classifier-Guided Self-personalization, Classifier Fine-tuning

Notation for diffusion denoised smoothing[3]
• Gaussian noisy input:                                 * 
• *      : diffusion schedule factor, 

Super-resolution Diffusion Model as a Denoiser
• Super-resolution module (SR) in cascaded model[6,7] : 

*       : text encoder,              : low-resolution module’s input

Overall Pipeline 
• Given a noisy input %𝒙, we define a denoiser function using SR:

* : textual template,      is correction factor
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